BUG112a User Access Review Report Quick Guide

October 12, 2010

A sound internal control environment requires that only individuals with formally delegated signature authority obligate
the University with external parties, and that only authorized administrators or their formal designees approve
financial transactions at the University. The University relies on these internal control measures to protect the
interests and manage the risks of the University.

This report provides a broad view for overall access for the following applications and responsibilities: Oracle, START,
People List, SciQuest, STARS and Orbitz. The pivots in this report allow you to review user access for all those in
your unit showing you the types of roles and what access values they have.

This report was designed to be used for:

Ongoing Department Maintenance: Triggered by the hiring of a new employee, a change in position,

grade, or function of a current employee, the termination of an employee, or the transfer out/in of an
employee.

Annual Maintenance (Overall Review of Access and Responsibilities): An annual review of
Department/Organization access and responsibilities at fiscal year-end using the following reports is required.

Location
The User Access Review Report (BUG112a) is located in the BUG Library.

How to Process

Enter your NetID and Data Warehouse Password. Click the Process Query Button.

Parameter choices include:
o Division Name: Select specific name or click “lgnore” for ALL
e SubDivision 1 Name: Select specific name or click “Ignore” for ALL
e Department Prefix (all capitals, e.g. FASCHM)
e Organization Number: Enter Org Number or click “Ignore” for ALL

Home Screen
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File: Dite: Thu DGt i GMT i) [Eastem Daylight Time]

MetlD: Inls4 Passwoard: I Login Successful

View

|Individua|s with Roles Detail

Click on the Dashboard icon located on the Standard toolbar to return
to this page.

The Home Screen allows you access to all nine individual views via a drop down menu.


http://www-dtweb01/bug/categories.aspx�
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Printing: All views are preformatted to print on either 8.5 x 11" or 11 x 14" paper

Exporting to Excel: Standard Brio exporting functionality is available within this report.

User Access Review Views included in this report are:
Detailed information on each view is provided in the section below

1. High-Risk Access & Approval View: Includes access data with approval limits (if applicable) from START,
SciQuest, ORACLE, iExpense and WIP by employee related to roles that are deemed to be High-Risk by the

User Source IFND iEspense |Oracle Application [SciQuest START
IRespon
lUser Function Nm  [Web Signing [CASUAL |YUGL_JS |YULD_De YULD_ST |Approver [Approver [Requisitio [Requisitio [Requisitio [Business |Disburse [ITS Procurem [Purchasin |Telecom [Training
Invoice [Limit  |TIME A_Depart |partment_|UGAS De 100K [$25K Iner 9K [ner $500 jner 3 |Managers [ment Approver [ent la Imunicatio and
Payments (10000 |APPROY |ment_Gra |Grant Ap |partment_ [Bus Mgr Approver | Vendor  [Requisitio |ns lAccess
lApprover AL nt_Appro |prover  |Grant Ap s Setup o lapprover [Coordinat
b wer prover Approver [Approver |s lors
User Asgn  |User Full Nm Ltfmk User Netid User Home  [User Home  |Ac Org |Ac Org Nm \Access  Access  (Access  Access  |Access [Access  [Access  [Access  |Aceess  [Access  (Access  |Access  (Access  |Access (Access  |Aceess  [Access  |Access
User Status Org UnitCd  [Org UnitNm  [Typ lGranted |Granted |Granted |Granted |Granted |Granted [Granted [Granted |Gramted [Granted |Granted |Granted (Granted |Granted |Granted |Granted  [Granted  |Granted
Active ’ 720001 |Administation  [DEPT  (MDERM Dematology Yes
Assigrment FZE] Clinic-Surgery Vs

2. View Access Summary: Distributed Approver Roles within your organization including counts of employees
with access in these areas.

Role Type Role- Central |Role-Distrib  |Role-Distrib  |Role- Distrib  [Role- Distrib  |z-
Function Approver User Preparer |Wiew Fin & HR |Yiew POAP Discontinued
Process Area  [User Function Nm Ac Domain Nm Ac Org  |Ac Org Hm User Access  [User Access  [User Access  |User Access  [User Access User Access
Tvp Count Count Count Count Count Count

IT-Telecom ITS Approvers Cryanization DEFT  |MDERM Dermatology 9

Telecommunications Approwvers | Organization DEFT  |MDERM Dermatology 9

Telecommunications Gootdinators 2
Procuremert  |AccuShip User i

Approver FI00K Bus Mar ACCESS ORGS DEPT  |MDERM Dermatology 1

Approver 329K AGCESS ORGS DEPT  |MDERM Dematology 1

3. View Access by Function: Distributed Approver Roles organized by Function and includes employee

names.
Role Type Role-Central  [Role- Distrib  |Role-Distrib  |Role-Distrib  [Role- Distrib [z Discontinued
Function Approver User Preparer  |View Fin £HR [View POAP
Process Area (User Function Nm \Ac Domiain Nm |[Ac Org  |Ac Org Nm User Full Nm Ltfmk User Netid User User Home Org Unit Nm  |User Access User Access User Access User Aceess User Access User Access
Typ Home Org (Granted IGranted Granted (Granted IGranted Granted
[Unit Cd
fccess & |Business Managers  |Organizaion  |DEPT  |MDERM Demalology 720001 [Administration v
General hgrrt =
START Access for 720001 (Administration
‘fes
Cthers
720301 Clinic-Surgery Ves
(720001 Adminisiration
fes
720350 [DemmPath Lab Service/ Y
miistrtion =
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4. View Access by Person: Distributed Approver Roles and Function organized by employee name.

Role Type Role-Central [Role-Distrib  |Role-Distrib  |Role-Distrib [Role- Distrib  |+-Discontinued
[Function (Approver [User Preparer |View Fin HR |View POAP
User Full Hm Ltfmk [User Hetid JUserHome  [User Home  [Process Area [User Function Nm & Domain Nm [Ac Org. [fic Org Hm User ficcess  [User focess  [Userficeess  |Userfeeess  |User Access  |User Aceess
Org UnitCd  [Org Unit Nm T Granted Granted Granted Granted Granted Branted
[r20400 Research Procurement | Requisitioner 1 Ves
20001 [Advivistration [Procuremant |scuShip User Yes
Express Shipping User s
20001 HR Hiing Marrager ACCESS ORGDN  [MYSM Scheol Of Medichhe Vs
Procurement |AecuShip User Yes
Express Shipping User Ves
Purchasing Reuision Approvers Organizson  |DEPT | MDERM Demmatology Yes
20350 DermaPath Lab |HR Hiing Mariager ACCESS  [Dv |G School OF Mesdicine
b Yes
Service! ORGS

5. Disbursement Approvers with Non-system Departmental Approval Limits: This view may be printed,
completed and filed in the business office to document disbursement approval limits for OK-to-Pay Invoices.
It is important to note that these limits are not enforced by Accounts Payable or by the Oracle system.
They are limits that are monitored ONLY by the department.
User Source  (User Function [User Full Hm Ltfmh Ulser Hetid User Home  |User Home Org Unit Hm Department Dollar Limit
Hm (Org Unit Cd on OK-to-Pay Invoices
START Dishursement 720001 Adrminiztration
Approvers 720001 ditistration
720001 Adminiztration
720001 Audministration
720001 Pdminiztration

6. Expense Report Approvers with Approval Limits: Expense Report Approvers including approval limits

and related organizational access.

Distrib User Full Hm Ltfmk User Netid User Home  |User Home Org Unit Hm User Function Hm Ac Org Hm Ac Org Typ

Application (Org Unit Cd

Group

POAP 720001 Addtministration Signing Lirnit 0 MDERM Acaderics F20450 0ORG

(Expense MDERM Administration 720001 R
MDERM Clitic-edical F20300 QORG

720001 Adrminiztration Signirug Lirait 10000 MDERM Acaderics FA1450 ORG

MDERM Administration 720001 QRG
MOERM Clearing 720000 QRG
MOERM Clinic-Medical T20300 ORG
WODERM Clinic-Surgery 720301 ORG
MODERM Clirical Labs 720351 QORG
MDERM DernPath Acadernic 720352 ORG

7. Casuals, Consultants and Associates Access:

casuals, consultants and associates.

Provides approval and access to your organization for

Role Type Role- Distrib
User Preparer
User Full Hm Ltfmk User Hetid  [User Home |User Home Org Unit Hm  [Process Area User Function Nm Ac Domain Hm Ac Org Typ Ac Org Hm User Access
(Org Unit Cd Granted
i 720001 Adrminiztration Procuremerit AccuShip Llzer ez
Exprezs Shipping User 3
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8. Individuals Roles Summary: Distributed Approver Roles organized by Home Org and includes employee

names.
Role Type  [Role-Central [Role-Distrib [Role-Distrib [Role- Distrib [Role- Distrib [2-

[Funetion [Approver User Preparer [View Fin & HR [View POAP  |Discontinued
lUser Asgn User  [User Home Org  [User Home  [User Home Org Dpt Nm User Home [User Home  [User Home Org UnitNm [User  |User Full Nm Lfmk User Netid  [User Access  [User ficcess  |User Access  |User Access  [User Aiccess  |User Access
[Status Typ Subdir{ Nm Org Subdiv2 |0rg (Org Unit Cd Job Cd IGranted Granted (Granted IGranted Granted (Granted

N [Subdpt! Hm
|Bctive Assignment (WS MCDEPT MDERM Dermatology 720001 |Adrrinistration AGEOGC T Yes
Departmerts Clinical oT ez Yes Yes ez
perrmEns Yo s Yes Yo s
1 ‘fes ‘ez
| es ‘ez
t es ‘ez es

9. Individuals with Roles Detail: Detailed Distributed Approver Roles organized by Home Org and includes
employee names.

User Asgn User  |User Home  (User Liser User Full Hm Ltfmk  [User Hetid [Role Type Process firea User Function Nm fAic Domain Hm fc Org  [Ac Org Nm
Status Typ Org Unit Cd  |Home Org [Job Cd Typ
Unit Hm
Leawe Triennial 720001 Administrati [FAC  |Tigelaar, Robert E RETZ Role- Distib Approver |HR: Hiring Manager ACCESS ORGS DIy v'Shi School OF
oh Iedicine
Procurement | Purchasing Requisiion | Organization DEPT  |MDERM Dermatology
Ppprovers

Role- Distrib Llger Procurement | AccuShip User

Preparer
Exprezz Shipping Llzer
Terrinate 720350 D Path  |CT Joharson, Meagan & [MJ2ET Rile- Distib User Trarvel Trawvel Arangers [Orhitz) ORG MOERM DerrnPath Lab
Assignment Lab Preparer Service/Adminiztration
Service! 720350

Note: Organizational Access Report is available in START to view employees outside your department that have
access to your department.

ORACL &' E-Business Suite

Navigator

23 Custom Commitments START Access for Others

23 Human Resource Self Senice Access or Senvices for Others

3 Invoice Approval Worklist [El Review Requests Made - All

3 Procurement Inquiry B Review Requests Made by Me

[0 START Access for Myself [ Review Others Access
[JSTART Access for Others} [] Security & Access Reports in Brio
[£3 START Approvers Worklist |:| User Profile Report by Organization
3 START Maintain Lists [El Request Senice for Multiple Users
[C0 START Senvices for Depatments

PR CUIAN Qimmnte Mok Allnnntine [ Pvenbmme Poed Doallnnation )

For further information on Security and Access Reports

For further information refer to the following:

Policy 1104: Signature Authority and Delegation, Approval Authority and Access for Financial Transactions
Procedure 1104 PR.01: Signature Authority, Delegation of Approval Authority and Access for Financial Transactions
Policy 1601: Information Access and Security

Procedure 1601 PR.01: Access to Oracle Financial and Human Resources Applications

Procedure 1601 PR.02: NetlDs and Identity Management

Need Help?

For further information, please contact gausersupport@yale.edu
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