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Installation and configuration instructions for Cisco VPN client 
 

System requirements 
• Macintosh 10.3 or earlier for the Cisco VPN 4.8 client 
• Macintosh 10.4 or later for the Cisco VPN 4.9 client 

Before you begin 
• Access to an administrator account and password is required. 

Installation Summary 
• Download the software version for 10.3 or 10.4 as appropriate 
• Double click the file 
• Install the client software 

Details 
1. Download the VPN client for the operating system on the computer on which the software is being 

installed. 
2. Double click the package icon to install the Cisco VPN software 

Running the Cisco VPN Client 
1. Open the Cisco VPN Client from the Applications directory.   
2. Enter your NetID and password when prompted.   
A message indicating success or failure of your connection will appear in the bottom of the window. 

Notes 
• Deciding which profile to use 

- Use ‘YSM_Global for wireless and remote library e-resource access. 
- Use ‘YSM_Split’ for remote access requiring simultaneous access to local devices (printers, 

servers etc., on your local network). It is also desirable to use the split-tunneling option if you 
are making a remote connection, but NOT accessing electronic library resources, so that only 
Yale University connections go through the VPN. 

- Use ‘YSM_VPN_CLIENT_TO_ACCESS_YNHH_NETWORK’ to connect to the YNHH 
VPN. 

• Don't forget to DISCONNECT: To disconnect from the VPN client, open the VPN Client 
application and click the Disconnect button. 

• IMPORTANT NOTE about YNHH connections: 
- If you are making a YNHH VPN connection from the University network, you will be able to 

access both Yale University and YNHH network resources, but you will NOT have access to 
non-Yale or non-YNHH Internet resources . 



 

- If you are making a YNHH VPN connection from a non-University Internet connection, you 
will only be able to access YNHH network resources. You will NOT have access to non-
YNHH network resources. 

- If you need non-YNHH/YSM network access you will have to disconnect from the YNHH 
network. 

• Installing Additional Profiles 
If you have a previously installed Cisco VPN IPsec client, follow the 3 steps below to import 
additional profiles: 
1. Download the appropriate VPN profile (pcf file) to your desktop 
2. Open the Cisco VPN IPsec client and click on Import. 
3. Select the appropriate file (*.pcf) and click Open to import 
4. Select the new profile and make a connection. 
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