http://www.yale.edu/its/software/ at 203-432-9000 or helpdesk@yale.edu

I S Yale Software Library For assistance contact the ITS Help Desk

L2TP connections — Windows 7

No existing VPN connection
eFollow steps 1-14 to create a new a L2TP connection.

Existing VPN connection in place
e Follow steps 1-3 > select “Connect to a network” and jump to step 10.

1. From the Start menu go to the Control Panel
2. Click on “Network and Internet”
3. Click on “Network and Sharing Center”

4. Click on Set up a new connection or network:
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L= <« Metwork and Internet » Network and Sharing Center - | +y |

.
AN

Control Panel Home . . . . .
View your basic network information and set up connections

Change adapter settings P.L ﬂi, @ See full map
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Change advanced sharing LOBBY yale.edu Internet

settings .
g {This computer)
View your active networks Connect or disconnect
l | yale.edu Access type: Internet
- . . e ;
i Dormain network Connections: [l Local Area Connection
Change your networking settings
':ﬁ;- Set up a new connectien or network
= Set up a wireless, broadband, dial-up, or VPM connection; or set up a router or access
point.
Cy  Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
See al Choose hemegroup and sharing options
See also
Access files and printers located on other network computers, or change sharing settings.
HomeGroup
Internet Options Troubleshoot problems
Windows Firewall Mhagnose and repair network problems, or get troubleshooting information.
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5. Select Connect to a workplace and press Next:

@ E Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

", Set up @ new network
«ugp, Configure a new router or access point.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace,

=, Setup a dial-up connection
m#® Connectto theInternet using a dial-up connection.

e ) [ Canca |

6. When asked How do you want to connect, select Use my Internet connection (VPN):

G E Connect to a Workplace

How do you want to connect?

= Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N @ O

< Dial directly
Connect directly to a phone number without going through the Internet.

N e

What is a VPM connection?
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7. Enter vpnwindows.yale.edu in Internet address box and YaleVPN in the Destination name box.
Then check Don’t connect now; just set up so | can connect later. Select Next
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@ |iy Connect to @ Workplace

Type the Internet address to connect to

Your network administrator can give you this address,
Internet address: vpnwindows.yale.edu

Destination name: YaleWPN

[ Use a smart card

'] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

| Den't connect now; just set it up so I can connect later

Mext | Cancel

8. Enter your username and select “Create”. Then close the next screen. This will take you back to the “Network and
Sharing Center”.

9. Select “Connect to a network”

10. Right-click YaleVPN and select Properties:

ietwork connection. i
Currently connected to: +

i > yale.edu
I

rs, or change sharing s Internet access

Dial-up and VPN ~

ing information.

VPM Connection X -

ValeVPN N

Right click

Open Network and Sharing Center

L f
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11. Select the Security tab

§ WPM Connection Properties

General | Options | Security | Networking | Sharing |

Host name or P address of destination (such as microsoft.com or
157.54.0.1 or e 1234:1111):

vpnwindows yale edu

First connect

Windows can first connect to a public netwark, such as the
Intemet, befare trying to establish this vitual connection.

[ Dial anather connection first:

See our online privacy statement for data collection and use
information.

[ ok || cancel |

12. Set the type of VPN to L2TP/IPSec. Then click Advanced settings:

o

5 VPM Connection Properties
| General | Options | Security | Metwarking I Sharingl
Type of VPN:
|Layer 2 Tunneling Protacel with IPsec (L2TP/IPSec) -
Data encryption:
l Require encryption {disconnect if server declines) - l
Authentication

) Use Bxtensible Authentication Protocal (EAP)

Properties

@ Allow these protocols

[] Unencrypted password (PAP)
Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (M5-CHAP v2)

[] Automatically use my Windows logon name and
password {and domain, i any)

| oK || Canedl
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13. Select Use pre-shared key for authentication and enter “legacy”

Advanced Properties @

Ea

(@ Use preshared key for authentication

Key: legacy

(7 Use certificate for authentication

verify the Mame and Usage attributes of the server’s certificate

[ Ok ] [ Cancel

14. Enter OK twice to return to the “Network and Sharing Center”
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